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NCMS
NEURAL CONDUCTIVE MESH SYSTEM

A wearable passive electromagnetic shielding architecture designed to protect biological neural tissue from

external signal interference — built for the era of Brain-Computer Interface proliferation and anticipatory

neurorights compliance.

Passive Class IIa* <5 min

No energy emitted into body Expected MHRA/UKCA classification Time to fit and activate

The same principle that shields electronics from electromagnetic interference,

applied as a wearable mesh for the human cranium — a Faraday cage for the

mind.

Neurotech defence BCI signal shielding Passive EM protection Neurorights compliance
Anticipatory biomedical
device

* Classification subject to MHRA pre-submission review
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Executive Summary
The proliferation of Brain-Computer Interface (BCI) technologies — consumer, clinical, and military — creates a

new category of bioelectromagnetic exposure risk that no current medical device addresses. Neural interfaces

operate across well-characterised radio frequency bands. The same electromagnetic physics that shields sensitive

electronics can be applied, as a wearable mesh architecture, to attenuate unwanted signal interference at the

cranial surface.

The Neural Conductive Mesh System (NCMS) is a passive, wearable, multi-layer electromagnetic shielding device

— a precision Faraday architecture contoured to the human head and neck. It emits nothing. It processes nothing.

It simply attenuates. Its clinical value is protective rather than diagnostic: a first-generation neurorights compliance

tool for patients with implanted or proximate BCI devices, individuals in high-RF environments, and populations

anticipating neural interface exposure.

PRIMARY USE Passive EM shielding for BCI-adjacent individuals and clinical neural interface users

SECONDARY USE Precautionary protection in high-RF environments (military, occupational, clinical)

LONGER-TERM Foundation for neurorights-certified personal bioelectromagnetic protection standards

REGULATORY Expected Class IIa passive device — no energy emission, no signal processing at base spec
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The Threat Landscape
Neural interface technology has moved from research laboratories into consumer and clinical markets at a pace

that regulatory and protective frameworks have not kept up with. The NCMS addresses a documented and growing

class of risk.

01.1 The BCI Proliferation Problem
Brain-Computer Interfaces (BCIs) — devices that create electrical or electromagnetic pathways between biological

neural tissue and external systems — are now deployed in clinical settings (cochlear implants, deep brain

stimulators, cortical recording arrays) and are entering consumer markets (focus enhancers, sleep monitors, neural

controllers). Each device operates across defined frequency bands and communicates wirelessly. Each creates a

new electromagnetic surface on — or inside — the human skull.

This creates three categories of risk that the NCMS is designed to address:

1
Signal Interception
Wireless BCI uplinks can in principle be captured by proximate receiving hardware. Neural data exfiltration — the capture of
brain-state information without consent — is a documented concern in BCI security literature.

2
Signal Injection / Replay
Externally generated electromagnetic signals in BCI operating frequencies may interfere with device operation or — in future
higher-power scenarios — produce unintended neural effects. Transcranial magnetic stimulation is an existing clinical
proof-of-concept for externally induced neural modulation.

3
Nanoelectronic Interface Exposure (Projected)
Emerging research into injectable nanoelectronic particles for neural interface applications (distributed neural mesh, targeted
neuromodulation) introduces a longer-horizon risk class: populations carrying sub-cranial nano-scale electronic structures
may become susceptible to external RF activation or inhibition at frequencies not yet standardised or regulated.

01.2 The Neurorights Gap
Chile became the first country to constitutionally protect neurorights in 2021. The European Brain Council,

UNESCO, and the Neurorights Foundation have all published frameworks asserting that cognitive liberty, mental

privacy, and mental integrity are fundamental rights requiring legal and technical protection. No wearable device

category currently exists to give individuals direct, physical control over their electromagnetic neural exposure. The

NCMS creates that category.
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The Shielding Architecture — Physics &
Precedent

02.1 Faraday Cage Principles Applied to the Cranium
A Faraday cage is a conductive enclosure that attenuates electromagnetic fields by distributing induced charges

across its surface. The principle is not speculative — it underlies MRI suite shielding, secure facility EM protection

(TEMPEST standards), and everyday microwave oven design. The NCMS applies this established physics to a

flexible, skin-contoured mesh that drapes over the head and neck.

Shielding effectiveness (SE) is measured in decibels (dB). Each 20 dB represents a tenfold reduction in field

strength. Clinical BCI wireless links (Bluetooth LE, UWB, proprietary RF) operate at power levels where 30–60 dB

attenuation at the skull surface would substantially reduce signal integrity and intercept risk. This is achievable with

existing conductive textile and metallic mesh technologies.

02.2 Material Architecture

LAYER MATERIAL PRIMARY FUNCTION PRECEDENT

Outer

mesh

Stainless steel or silver-coated
nylon weave

Broadband RF attenuation (GHz
range)

Industrial EMC shielding textiles

Middle

layer

High-permeability mu-metal foil or
Permalloy composite

Low-frequency magnetic shielding
(Hz–kHz)

MRI room shielding, TEMPEST

Inner liner Conductive foam / hypoallergenic
separator

Skin comfort, grounding continuity EEG electrode gel / foam

Ground

path

Conductive strap to wrist or body
contact

Cage completion, charge dissipation Antistatic wristbands, ESD protection

02.3 Signal Threat Coverage
The NCMS is designed to address a spectrum of electromagnetic threat vectors, from current BCI operating

frequencies to projected nanoelectronic interface bands:

SIGNAL TYPE FREQUENCY

RANGE

THREAT VECTOR SHIELD REQUIREMENT

Neural oscillation (EEG
band)

0.5 – 100 Hz Passive detection / surveillance High permeability mu-metal layer

BCI wireless uplink
(Bluetooth)

2.4 GHz Signal interception / replay Conductive mesh attenuation

BCI wireless uplink (UWB) 3.1 – 10.6 GHz Precision ranging / timing attack Multi-layer woven conductive
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SIGNAL TYPE FREQUENCY

RANGE

THREAT VECTOR SHIELD REQUIREMENT

Transcranial magnetic
(TMS)

0.5 – 100 Hz pulse Externally induced neural modulation High-permeability alloy layer

RF neural stimulation
(future)

0.1 – 10 GHz Targeted neuromodulation Broadband shielding composite

Nanoelectronic resonance
(projected)

GHz–THz Nanotech activation / inhibition Dense-weave + dielectric substrate
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System Design & Fit Protocol

1
Mesh Fitted
Conductive mesh placed over head and neck. Flexible modular panels conform to anatomy. Adjustable retention straps.

2
Ground Path Established
Conductive wrist strap or torso contact closes the Faraday circuit. Continuity indicator confirms cage completion.

3
Shield Active (Passive)
No power required for primary EM attenuation. Optional: low-power continuity monitoring module for clinical settings.

4
Duration & Comfort
Designed for extended wear — lightweight, breathable inner liner, hypoallergenic materials. Paediatric and larger-head
variants.

5
Removal & Hygiene
Single-use inner liner standard. Outer mesh: validated decontamination protocol. Modular panels replaceable independently.

Technology Precedent: This Is Not Speculative

TEMPEST Standards NATO / GCHQ-grade EM shielding for sensitive facilities — the same physics, scaled to architecture.

Conductive Textiles
Silver-coated and stainless-steel woven fabrics are commercially produced for industrial EMC
compliance.

MRI Room Shielding
Every NHS MRI suite uses Faraday cage construction to exclude external RF. NCMS applies the same
principle inversely.

EEG Electrode Arrays
Flexible conductive mesh arrays already conform to human head anatomy for clinical neural
measurement.

Mu-Metal Enclosures
High-permeability alloys are standard in sensitive laboratory and military equipment for low-frequency
magnetic shielding.



NCMS — Neural Conductive Mesh System  |  Conceptual Proposal  |  Not a medical device Page 7

0 4

Clinical Safety, Risk & Governance
As a passive device emitting no energy, the NCMS presents a fundamentally different risk profile from active

medical devices. Primary governance concerns centre on shielding failures, clinical contraindications, and the

consequences of inadequate protection claims.

HIG

H

Shield Continuity Failure — An incomplete Faraday cage (gap in mesh, broken ground path) may create false assurance.
Clinical variants must include continuity monitoring. Base consumer spec must be clearly labelled as precautionary — not
certified shielding.

HIG

H

Contraindication: Active Implant Interference — The NCMS must be assessed for interaction with implanted active devices
(cochlear implants, DBS, cardiac pacemakers). Mu-metal layers may affect implant magnetic calibration. Full EMC testing
against implant categories required.

MED False Security Risk — Users must understand the NCMS attenuates rather than eliminates EM fields. Marketing language
must not overclaim. Clinical protocols must specify what the device does and does not protect against.

MED Infection Control — Mesh components require validated decontamination or single-use liner protocols, consistent with IPC
standards for head-worn clinical devices.

LOW Thermal Comfort — Extended wear of conductive mesh may retain heat. Breathable inner liner design and wear-duration
guidance required. No direct thermal hazard at clinical session durations.

LOW Skin Contact — Hypoallergenic inner liner required. Conductive metals must be tested for nickel and allergen content.
Paediatric variants require additional skin sensitivity assessment.

Governance Framework
NCMS deployment must be governed by a Clinical Oversight Group including: a neurotech safety specialist,

radiologist, clinical physicist, and patient safety lead. A Clinical Safety Case under DCB0129/DCB0160 is required

before clinical use. Any optional AI monitoring layer constitutes Software as a Medical Device and requires

separate MHRA/UKCA assessment. Adverse events must integrate with the NHS NRLS reporting system.
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Evidence Requirements & Regulatory
Pathway
Shielding effectiveness must be demonstrated against defined standards before clinical or precautionary-use

claims can be made. A phased evidence programme is proposed, from materials laboratory validation to clinical

safety trials.

1
EM Chamber
Shielding Validation

Measure attenuation across BCI frequency bands (1 Hz – 10 GHz) using calibrated anechoic
chamber. Target: ≥40 dB attenuation in Bluetooth / UWB bands; ≥20 dB in low-frequency (0.5–100
Hz) bands. Three prototype units; coefficient of variation <10%.

2
Implant Compatibility
Testing

EMC assessment against FDA/MHRA-listed active implantable devices. Confirm no interference
with cochlear implants, cardiac devices, DBS systems. Required before any clinical deployment.

3
Volunteer Comfort &
Continuity Study
(n=50)

Healthy volunteers. Fit protocol, extended wear, skin tolerance, ground path continuity under
movement. No clinical data. Pure safety and usability baseline.

4
BCI-User Shielding
Efficacy Trial (n=200)

Participants with approved consumer BCI devices. Measure signal quality degradation with /
without NCMS. Primary endpoint: ≥30 dB average signal reduction at device operating frequency.
Pre-registered on ISRCTN.

5
MHRA / UKCA
Registration

Class IIa conformity assessment. Technical file: ISO 14971 risk management, IEC 60601-1 (if
powered option included), ISO 13485 QMS. UKCA mark and UDI registration on MHRA device
database.

Performance Thresholds

≥
40
dB

RF Attenuation (GHz
bands)

BCI wireless operating frequencies

≥
20
dB

Low-frequency
attenuation

Neural oscillation and TMS bands
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≥
30
dB

Average across BCI trial Demonstrated in efficacy study

Zer
o

Active implant
interference events

Implant compatibility testing
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Development Roadmap

Phase 1 0–6 mo Material Lab
Validation

Shield effectiveness testing in anechoic & EM chamber. Target: 40+ dB attenuation across

BCI frequency bands.

Phase 2 6–12 mo Volunteer
Comfort Study

n=50 healthy volunteers. Fit, comfort, thermal, extended wear. No clinical data collection at

this stage.

Phase 3 12–24

mo

Shielding
Efficacy Trial

n=200. Paired BCI-device users. Measure signal degradation with/without NCMS.

Pre-registered protocol.

Phase 4 18–30

mo

MHRA / UKCA
Registration

Class IIa conformity assessment. SaMD review if AI monitoring layer included. ISO 14971

risk file.

Phase 5 30+ mo Clinical
Deployment

NHS / private neurotech clinic integration. Neurorights compliance certification. Post-market

surveillance.
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Neurorights, Ethics & Legal Context
The NCMS does not exist in an ethical vacuum. It is a device designed to protect a fundamental aspect of human

autonomy — the right to cognitive privacy and freedom from unwanted neural signal influence. This places it at the

intersection of medical device regulation, data protection law, and emerging neurorights frameworks.

→
Mental Privacy
The right to prevent unauthorised access to neural data. BCI wireless links create a technical surface for mental data
exfiltration. The NCMS closes that surface at the physical layer.

→
Cognitive Liberty
The right to choose whether and how one's neural activity is influenced by external systems. Passive EM shielding restores
that choice to the individual.

→
Mental Integrity
The right to be free from unwanted neural modulation. As transcranial technologies proliferate, physical shielding is the most
robust protection available.

→
Personal Sovereignty
Beyond clinical framing: the NCMS asserts that the space inside the human skull belongs to the person whose skull it is. That
is not a medical claim — it is a philosophical and legal one.

Legislative context: Chile (2021), the EU AI Act (neural data provisions), the Neurorights Foundation's proposed

UN framework, and UNESCO's Recommendation on the Ethics of AI all explicitly or implicitly protect the right to

neural self-determination. The NCMS is a device for that right — not a theoretical instrument, but a physical one.
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Inviting Conversation — Not Making Demands

◆
Feasibility Discussion
We welcome an initial conversation with NHS Innovations, MHRA Innovation Office, or a university neurotech research group
to assess whether this concept aligns with current and emerging regulatory priorities.

◆
Academic Partnership
We are actively seeking a materials science or clinical physics partner to co-develop the EM chamber validation phase — the
essential first step before any clinical work.

◆
Neurorights Alignment
This concept may be a natural fit for neurorights organisations, digital rights foundations, and civil liberties bodies seeking
technically credible protective device standards.

CONCEPT STAGE — Pre-development proposal. Not a medical device. Not for clinical use. All performance claims are design targets pending
validation.


